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1 Introduction 

The Data Protection Act 2018 (incorporating the UK General Data Protection Regulation (UK GDPR)) 
and the Freedom of Information Act 2000 are the two pieces of legislation that govern access to 
information about individuals held by the University. 

The Data Protection Act is concerned with personal information about an individual, for example, 
name, address and date of birth, and lays down sensible rules for the handling of personal data.  The 
Act also confers rights on any individual about whom personal information is processed or held.  The 
Freedom of Information Act provides a general right of access, subject to certain prescribed 
exemptions, to all information such as policies and procedures, committee minutes and papers held 
by the University. 

Anyone who handles personal information must not only comply with the requirements of the Data 
Protection Act 2018 and the Freedom of Information Act 2000 but will be expected to understand that 
the need for confidentiality extends far beyond the requirements of the Acts, particularly where 
special category personal information is concerned.  

This policy has been developed to support the University’s Data Protection and Information Access 
Policy 

mailto:data-protection@brunel.ac.uk
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3 Collection and management data 

3.1 Collection of data 

3.1.1 For staff 

Information about staff is obtained from University job applications and other forms/documents 
connected to employment at the University.  In addition, some personal data will be collected from 
referees. 

3.1.2 For students 

Information about our students is obtained from UCAS and other Admissions Clearing Houses, from 
the University application and enrolment forms, and from individual students themselves.  The 
information we collect enables the University to manage an individual student’s academic career from 
admission to graduation, through to alumni and confirming qualifications into the future. 

3.2 Purposes for which data are held 

The University needs to hold personal information about employees for various administrative 
purposes and about students for various teaching, research and administrative purposes in order to 
administer their academic career, including: 

¶ administration of salary, pensions, sickness and other payments 

¶ 
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¶ provision of advice and support to students via, amongst others, Student Services, personal 
tutors, Student Wellbeing and Professional Development Cq
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¶ data confidentiality is maintained at all times 

¶ data accuracy is maintained 

¶ data are held securely – see 3.6 below — Security of data 

¶ only data that are necessary for the conduct of normal University business are retained 

¶ confidential data, whether held in paper format or electronically, are securely destroyed
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¶ 

https://brunel365.sharepoint.com/teams/DEPT-LibraryServices-LS-ArchivesandRecordsManagement/Shared%20Documents/Forms/AllItems.aspx?id=%2Fteams%2FDEPT%2DLibraryServices%2DLS%2DArchivesandRecordsManagement%2FShared%20Documents%2FLS%20%2D%20Archives%20and%20Records%20Management%2FIntranet%20Content%2FRetention%20Schedules%2FHR%20Retention%20Schedule%20Final%2Epdf&parent=%2Fteams%2FDEPT%2DLibraryServices%2DLS%2DArchivesandRecordsManagement%2FShared%20Documents%2FLS%20%2D%20Archives%20and%20Records%20Management%2FIntranet%20Content%2FRetention%20Schedules&p=true&ga=1
https://brunel365.sharepoint.com/teams/DEPT-LibraryServices-LS-ArchivesandRecordsManagement/Shared%20Documents/Forms/AllItems.aspx?id=%2Fteams%2FDEPT%2DLibraryServices%2DLS%2DArchivesandRecordsManagement%2FShared%20Documents%2FLS%20%2D%20Archives%20and%20Records%20Management%2FIntranet%20Content%2FRetention%20Schedules%2FStudent%20Records%20Retention%20Schedule%202024%20Final%2Epdf&parent=%2Fteams%2FDEPT%2DLibraryServices%2DLS%2DArchivesandRecordsManagement%2FShared%20Documents%2FLS%20%2D%20Archives%20and%20Records%20Management%2FIntranet%20Content%2FRetention%20Schedules&p=true&ga=1
mailto:data-protection@brunel.ac.uk
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All requests for personal information received from the individual person concerned, even if 
requested under the Freedom of Information Act, will always be dealt with as a Subject Access 

mailto:foirequests@brunel.ac.uk
mailto:data-protection@brunel.ac.uk
mailto:data-protection@brunel.ac.uk


mailto:data-protection@brunel.ac.uk
http://www.brunel.ac.uk/about/administration/information-access/data-protection
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9 Appendix B – External disclosures for students 

9.1 E-mail 

Every Student who studies at Brunel University London will receive a brunel.ac.uk email account. 
Although an e-mail address is considered to be personal data (because it reveals the student name 
and place of study), the account belongs to the University.  Likewise, all e-mail sent to or from a 
University-supplied account belongs to the University and is considered to be part of official 
University records.  The University e-mail account should not be used for personal e-mail (see the IT 
Acceptable Usage Policy). 

University e-mail is subject to disclosure under both the Data Protection Act and the Freedom of 
Information Act. 

9.2 Parents/spouses/other relatives 

Students’ relatives do not have a general right to information about their child/partner/relative, 
something which they often assume. 

Information can only be provided if the student has given their permission. 

If someone claiming to be a parent/spouse/partner or relative contacts the University wanting 
information, take their details and contact the student and ask them to contact the individual directly. 

Do not confirm or deny that the person the caller is asking about is a student. 

9.3 Sponsors 

Sponsors and similar bodies (e.g., LEAs, Embassies, High Commissions, private companies, 
charities, etc.) do not have a general right to information about ‘their students’ personal data, 
although the University may provide academic information. 

If you receive a request from a sponsor, ask them to submit their request in writing.  If, on receipt of 
the request, you are unsure whether to release the information, contact your Head of Department or 
the Privacy Team at data-protection@brunel.ac.uk. 

9.4 Schools/colleges 

Students’ former schools/colleges do not have a right to information about their former pupils. 

Information can only be provided if the student has given their permission. 

If you receive a telephone request from a school, ask them to submit their request in writing and offer 
to forward their request to the student(s) concerned. 

9.5 Potential employers 

Potential employers of students do not have an automatic right to information about our students. 

If a potential employer, or an agency conducting personnel checks for a potential employer, requests 
verification of a degree award, this information can verify the authenticity of a past student’s award by 
using the University’s online verification system, VerifyAward. The system allows past 

mailto:data-protection@brunel.ac.uk
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students/alumni to link and share documents with third parties in a secure and efficient way. Date 
ranges for available data are as advertised. 

If they are unable to access VerifyAward then the  request must be in writing (email or letter) on 
headed paper, and must include the student’s name and information to be verified, such as the type 
and subject of the award and the request includes a release form from the student. To ensure the 
information being verified is for the right person, it may be necessary to request the date of birth 
and/or year of the reward. 
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10 Appendix C – 


