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Abstract 

This paper provides some comprehensive evidence on the effects of cyber-attacks on the returns, 

realized volatility and trading volume of five of the main cryptocurrencies (Bitcoin, Ethereum, 

Litecoin, XRP and Stellar) in 99 developed and developing countries. More specifically, it 

investigates the effects of four different types of cyber-attacks (cyber-crime, cyber-espionage, 

hacktivism and cyber-warfare) on four target sectors (government, industry, finance and 

cryptocurrency exchange). We find that in the US cyber security firms tend to overreact to cyber-

attacks affecting cryptocurrencies and more wealth is spent on cyber security compared to other 

countries. Both hacktivism and cyber-warfare have a significant impact on cryptocurrencies. 

Cryptocurrency exchanges are more vulnerable to cyber-attacks in non-
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1. Introduction 

Despite their rather recent introduction, cryptocurrencies have very rapidly become a widely 

used type of currency and also a favorite target for cyber criminals, hacksters and fraudsters. The 

main reason is their vulnerability, which is a direct consequence of their anonymity resulting 

from highly encrypted blockchain technology, where blockchain is essentially “a decentralized 

network of synchronized online registries that track the ownership and value of each token” (see 

Matthews, 2017). This implies that the security of cryptocurrencies depends entirely on the 

blockchain algorithm being used. Since all transactions are recorded, they can be tracked down; 

however, they can be made anonymous by means of a so-called “tumbler” which exchanges the 

tokens. Further, there is no central authority responsible for cryptocurrencies.  

An important issue in this context is the possible occurrence of a cyber-attack, which can be 

defined as an attack from one or more computers against other computers or networks aiming at 

disabling and/or managing the latter and obtaining access to information, thereby compromising its 

confidentiality, integrity and availability. Such a breach of security represents a form of cyber risk 

which has been found to be significant in the case of the financial sector (see Kopp et al., 2017). The 

present study examines its impact on a wider range of sectors and provides some comprehensive 

evidence on the effects of cyber-attacks on the returns, realized volatility and trading volume of 

five of the main cryptocurrencies (Bitcoin, Ethereum, Litecoin, XRP and Stellar – the data 

sources are CoinMarketCap and Bitfinex) in 99 developed and developing countries. More 

specifically, it investigates the effects of four different types of cyber-attacks (cyber-crime, 

cyber-espionage, hacktivism and cyber-warfare – the data source is Hackmageddon) on four 

target sectors (government, industry, finance and cryptocurrency exchange) by estimating 

ordinary least squares (OLS) regressions using daily data over the period from March 1, 2015 to 

February 28, 2019; the model also includes appropriate control variables, namely stock market 

liquidity, the hash rate, real GDP and economic uncertainty. Further, logistic regressions are run 

to identify the factors making cryptocurrency exchanges more susceptible to cyber-attacks.  

The analysis is then extended to allow for the possibility of jumps in the variables of 

interest. Specifically, as a first step the jump test proposed by Prokopczuk and Wese Simen 

(2014) is carried out, and then the OLS regressions are re-estimated for average hourly jumps as 

well as their realized volatility and trading volume whenever statistically significant jumps are 

detected by the test. Finally, the entire analysis is repeated separately for the US and the other 
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In the case of cryptocurrencies, given their distinctive features (see Corbet et al., 2019a) 

different methods are required to estimate and manage risk (see Platanakis and Urquhart, 2019). 

Cyber-attacks are considered a very important risk factor by both small and large “miners”, 

whose task is to group unconfirmed transactions into new blocks and add them to the global 

ledger known as the “blockchain” (see Hileman and Rauchs, 2017). Benjamin et al. (2019) 

provided some evidence on the disruptions caused by cyber security breaches in the case of the 

cryptocurrency markets; these have also been targeted for the purpose of illicit online drug 

trading (see Martin, 2014), which has given rise to a number of ethical issues (see Martin and 

Christin, 2016).  

Caporale et al. (2019) used a Markov-switching non-linear specification to analyse the 

effects of cyber-attacks on returns in the case of four cryptocurrencies (Bitcoin, Ethereum, 

Litecoin and Stellar) over the period 8/8/2015–2/28/2019. They found significant negative 

effects on the probability of cryptocurrencies staying in the low volatility regime. Corbet et al. 

(2019b) estimated a DCC-GARCH model and documented that cryptocurrency hacks increase 

both the volatility of the currencies hacked and their correlations with other cryptocurrencies; 

further, they decrease price discovery for the hacked currencies in comparison to others. As for 
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3. Data and Methodology 

3.1. Cyber-attack data 

The cyber-attack data are taken from the website http://www.hackmageddon.com/ which shows 

the cyber-attack timeline with target industry, country and cyber-attack type at a daily frequency. 

Specifically, we have collected data on 4463 daily cyber-attacks (including daily overlaps) from 

March 1, 2015 to February 28, 2019 for four target sectors, namely the government (Gov), 

industry (Ind), finance (Fin) and cryptocurrency exchange sectors, and created in each case 

binary variables equal to 1 for the sector affected and 0 for the others. Thus there are four cyber-

attack binary variables, namely cyber-crime (CC), cyber-espionage (CE), hacktivism (H) and 

cyber-warfare (CW), each being equal to 1 if the corresponding type of attack occurs and 0 

otherwise. However, CW is dropped from the model to avoid the dummy variable trap. 

 

3.2. Cryptocurrency data 

We collect daily data on the closing prices and trading volumes for five cryptocurrencies 

(Bitcoin, Ethereum, Litecoin, XRP and Stellar) over the period March 1, 2015 to February 28, 

2019 from CoinMarketCap (http://www.coinmarketcap.com). We take logs of returns, realized 

volatility and trading volumes for the analysis.  

Since cryptocurrencies typically exhibit high volatility with speedy transactions 

compared to other currencies, we extend our analysis to examine jump data based on their hourly 

frequencies. Given the fact that CoinMarketCap does not provide cryptocurrency data at a higher 

frequency than daily, we also use Bitfinex (https://www.bitfinex.com/) as a data source since it 

includes data denoted in USD at the millisecond frequency. We collect these data from March 1, 

2015 to February 28, 2019 and select only the last cryptocurrency transactions within each hour 

to have the closing cryptocurrency prices within that hour.1 We also take the logs of returns, 

realized volatility and trading volumes2 for these hourly data. Then we select those passing the 

jump test proposed by Prokopczuk and Wese Simen (2014), who extend the Lee and M
BT
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(2008)’s model by replacing its bi-power variation with the median realized variance estimator 

𝑀𝑒𝑑𝑅𝑉.3 We consider 𝑟𝑗 as a jump if it satisfies the following condition: 

                            
|𝑟𝑡|

√𝑀𝑒𝑑𝑅𝑉𝑖−1(𝑟)
 ≥  √2 log 𝑛 −

log π + log(log 𝑛)

2

2
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inverse of the cumulative normal distribution function and σ is the standard deviation of the daily 

stock return over a month.  

Table 1 shows summary statistics for the series being analyzed
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3.4. Cyber-attack effects on cryptocurrencies 

We analyze the effects of cyber-attacks on cryptocurrencies’ returns (𝑅𝑖), realized volatility (𝑅𝑉𝑖) 

and trading volume (𝑉𝑖). In particular, we analyze how cryptocurrencies are affected by cyber-

attack types (i.e., cyber-crime (𝐶𝐶𝑖), cyber-espionage (𝐶𝐸𝑖), cyber-warfare (𝐶𝑊𝑖) and hacktivism 

(𝐻𝑖)), targets (i.e., government (𝐺𝑜𝑣𝑖), industry (𝐼𝑛𝑑𝑖), finance (𝐹𝑖𝑛𝑖), cryptocurrency exchange 

(𝐶𝑦𝑏𝑒𝑟𝑖) sectors and US versus non-US countries (𝑈𝑆𝑖)) while controlling for the blockchain’s 

hash rate (𝐻𝑎𝑠ℎ𝑖), economic uncertainty (𝐸𝑃𝑈𝑖), stock market liquidity (𝐿𝑖𝑞𝑖) and real GDP 

(𝑅𝐺𝐷𝑃𝑖 ) for cyber-attack incident i. Thus, multiple cyber-attacks can occur on a single day. 

𝐻𝑎𝑠ℎ𝑖  and 𝐸𝑃𝑈𝑖  represent the cryptocurrency and global economy control variables, 

respectively. 𝐿𝑖𝑞𝑖 and 𝑅𝐺𝐷𝑃𝑖 are the country-specific control variables whose average across the 

relevant countries for each cyber-attack incident i is used. The cyber-attack types and targets are 

binary variables equal to one if the cyber-attack matches a given type or target and zero 

otherwise.4 We estimate the following OLS regressions (where the 𝑢𝑖 is the error term): 

𝑅𝑖 = 𝛽0+𝛽1(𝐺𝑜𝑣𝑖) + 𝛽2(𝐼𝑛𝑑𝑖) + 𝛽3(𝐹𝑖𝑛𝑖) + 𝛽4(𝐶𝑟𝑦𝑝𝑡𝑜𝑖) + 𝛽5(𝐶𝐶𝑖) + 𝛽6(𝐶𝐸𝑖) 

         + 𝛽7(𝐻𝑖)  + 𝛽8(𝐿𝑖𝑞𝑖) + 𝛽9(𝑈𝑆𝑖) + 𝛽10(𝑅𝑉𝑖) + 𝛽11(𝐻𝑎𝑠ℎ𝑖) + 𝛽12(𝐶𝑟𝑦𝑝𝑡𝑜𝑖 × 𝑈𝑆𝑖) 

         +𝛽13(𝐶𝑟𝑦𝑝𝑡𝑜𝑖 × 𝐻𝑎𝑠ℎ𝑖) + 𝛽14(𝐸𝑃𝑈𝑖) + 𝛽15(𝑅𝐺𝐷𝑃𝑖) + 𝑢𝑖                                               (3)                        

𝑅𝑉𝑖 = 𝛽0+𝛽1(𝐺𝑜𝑣𝑖) + 𝛽2(𝐼𝑛𝑑𝑖) + 𝛽3(𝐹𝑖𝑛𝑖) + 𝛽4(𝐶𝑟𝑦𝑝𝑡𝑜𝑖) + 𝛽5(𝐶𝐶𝑖) + 𝛽6(𝐶𝐸𝑖) 

         + 𝛽7(𝐻𝑖)  + 𝛽8(𝐿𝑖𝑞𝑖) + 𝛽9(𝑈𝑆𝑖) + 𝛽10(𝑅𝑖) + 𝛽11(𝐻𝑎𝑠ℎ𝑖) + 𝛽12(𝐶𝑟𝑦𝑝𝑡𝑜𝑖 × 𝑈𝑆𝑖) 

         +𝛽13(𝐶𝑟𝑦𝑝𝑡𝑜𝑖 × 𝐻𝑎𝑠ℎ𝑖) + 𝛽14(𝐸𝑃𝑈𝑖) + 𝛽15(𝑅𝐺𝐷𝑃𝑖) + 𝑢𝑖                                               (4)                        

𝑉𝑖 = 𝛽0+𝛽1(𝐺𝑜𝑣𝑖) + 𝛽2(𝐼𝑛𝑑𝑖) + 𝛽3(𝐹𝑖𝑛𝑖) + 𝛽4(𝐶𝑟𝑦𝑝𝑡𝑜𝑖) + 𝛽5(𝐶𝐶𝑖) + 𝛽6(𝐶𝐸𝑖) 

     + 𝛽7(𝐻𝑖)  + 𝛽8(𝐿𝑖𝑞𝑖) + 𝛽9(𝑈𝑆𝑖) + 𝛽10(𝑅𝑖) + 𝛽11(𝑅𝑉𝑖) + 𝛽12(𝐻𝑎𝑠ℎ𝑖) 

     +𝛽13(𝐶𝑟𝑦𝑝𝑡𝑜𝑖 × 𝑈𝑆𝑖) + 𝛽14(𝐶𝑟𝑦𝑝𝑡𝑜𝑖 × 𝐻𝑎𝑠ℎ𝑖) + 𝛽15(𝐸𝑃𝑈𝑖) + 𝛽16(𝑅𝐺𝐷𝑃𝑖) + 𝑢𝑖              (5) 

(5)
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 We then extend the analysis to jumps (see Section 3.2 above). Specifically, average 

hourly jumps per day (𝐴𝐻𝐽𝑖) is the dependent variable in the following regression (7): 

𝐴𝐻𝐽𝑖 = 𝛽0+𝛽1(𝐺𝑜𝑣𝑖) + 𝛽2(𝐼𝑛𝑑𝑖) + 𝛽3(𝐹𝑖𝑛𝑖) + 𝛽4(𝐶𝑟𝑦𝑝𝑡𝑜𝑖) + 𝛽5(𝐶𝐶𝑖) + 𝛽6(𝐶𝐸𝑖) 

         + 𝛽7(𝐻𝑖)  + 𝛽8(𝐿𝑖𝑞𝑖) + 𝛽9(𝑈𝑆𝑖) + 𝛽10(𝐽𝑅𝑉𝑖) + 𝛽11(𝐻𝑎𝑠ℎ𝑖) + 𝛽12(𝐶𝑟𝑦𝑝𝑡𝑜𝑖 × 𝑈𝑆𝑖) 

         +𝛽13(𝐶𝑟𝑦𝑝𝑡𝑜𝑖 × 𝐻𝑎𝑠ℎ𝑖) + 𝛽14(𝐸𝑃𝑈𝑖) + 𝛽15(𝑅𝐺𝐷𝑃𝑖) + 𝑢𝑖                                               
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[Insert Table 2] 

 

Cyber-attacks targeting the government (Gov) and financial sectors (Fin) have a negative 

effect on the cryptocurrencies’ realized volatility (possibly because of overreacting cyber 

security firms), while Tf
1 0 0 1 147.02 589.54 Tm
0 g
0 G
[( )] TJ
ET
Q
q
0.00000912 0i
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positive relationship between risk and trading volumes could also be explained by a higher 

percentage of risk-loving investors relative to risk-averse ones; for the same reason greater 

economic uncertainty increases trading volumes. 

 However, we do not find any significant impact of cyber-attacks on realized volatility and 

trading volumes in the case of the US; we conjecture that the presence of more developed cyber 

security firms in this country could be the 

s.tTh] TJ
ET
Q
q
0.00000912 0 612 792 re
W* n
BT
/F4 12 Tf
1 0 0 1 3584.6 645.62 Tm
0 g
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[(s)4(r)sores,tn] TJ
ETt
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of cyber-attacks (cyber-crime, cyber-espionage, hacktivism and cyber-warfare – the data source 

is Hackmageddon) as well as four target sectors (government, industry, finance and 

cryptocurrency exchange). Moreover, it implements the jump test of Prokopczuk and Wese 

Simen (2014) and provides additional evidence allowing for jumps in the variables of interest.  

Our analysis confirms that in general cryptocurrencies are highly vulnerable to cyber-

attacks, owing to the underlying blockchain technology and the possibility to make transactions 

anonymous (see, e.g., Bouveret 2018, and Benjamin et al., 2019). These appear to be a 

significant risk factors and to cause severe disruption to markets through their effects on returns, 

realized volatility and volumes. Other sectors of the economy are also significantly affected. It is 

therefore essential that appropriate strategies should be designed to enhance cyber security (see, 

e.g., van Hardeveld et al., 2017).  

Interestingly, our findings also reveal some noticeable differences between the US and 

the other countries, possibly reflecting different degrees of cyber security and investors’ risk 

profiles. The distinguishing features of the US setup should therefore be taken into account when 

developing methods to combat cyber-crime aimed, for instance, at cracking blockchain 

cryptography to trace transactions (e.g., the task force suggested by Konowicz, 2018).  
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Table 1. Summary statistics 

The following table shows summary statistics for cyber-attacks, liquidity and hash rate (Panel A), 

and five cryptocurrencies including Bitcoin (Panel B), Ethereum (Panel C), Litecoin (Panel D), 

XRP (Panel E) and Stellar (Panel F). Bit, Eth, Lit, XRP and Stel denote Bitcoin, Ethereum, 

Litecoin, XRP and Stellar, respectively. _R, _RV, _V, _AHJ following stand for log return, 

realized volatility, trading volume and average hourly jump per day, respectively, of each of the 

five cryptocurrencies in turn (e.g., Bit_R indicates log returns in the case of Bitcoin). The data 

for cyber-
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Max 0.173 43.47 304.74 1819.26 

N 4390 4462 4462 3271 
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Panel G. Stellar 
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Poland WSE WIG INDEX 

Qatar QE Index 

Russian Federation MICEX INDEX 

Saudi Arabia TADAWUL ALL SHARE INDEX 

Sweden OMX STOCKHOLM 30 INDEX 

Singapore Straits Times Index STI 
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Table 2. Effects of cyber-attacks on cryptocurrency’s return 

The following tables present the ordinary least squares (OLS) regression results using the 

cryptocurrency’s return (Bit_R, Eth_R, Lit_R, XRP_R, Stel_R) as a dependent variable affected 

by cyber-attack targets (Gov, Ind, Fin, Crypto), types (CC, CW, H), countries (US) and block 

chain’s hash rates (Hash) while controlling for economic uncertainty (EPU), and country specific 

stock market liquidity (Liq) and real gross domestic product (RGDP). We report the F-statistics, 

R2 and number of observations (N). The t-statistics are in the brackets.  ***, ** and * denote 

significance at 1, 5 and 10% levels, respectively.  

Cryptocurrency’s return 

 Bit_R 

(1) 

Eth_R 

(2) 

Lit_R 

(3) 

XRP_R 

(4) 

Stel_R 

(5) 

Intercept 0.063 

(1.508) 

 

0.052 

(0.726) 

 

0.11 

(1.688) 

 

0.026 

(0.349) 

 

0.013 

(0.165) 

 

Gov 0.02 

(0.509) 

 

-0.055 

(-0.758) 

 

0.008 

(0.132) 

 

 



24 
 

(-2.355) 

 

(0.933) 

 

(-0.469) 

 
(2.716) 

 

(2.389) 

 

RGDP 0.00002 

(0.092) 
0.0006* 

(1.772) 

-0.0001 

(-0.51) 

-0.0003 

(-0.82) 

-0.0003 

(-0.866) 

F-statistics 3.11*** 44.58*** 2.65*** 3.24*** 2.53*** 

Adjusted R2 0.02 0.30 0.01 0.02 0.01 

N 3260 2873 3260 3260 3260 
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Table 3. Effects of cyber-attacks on cryptocurrency’s realized volatility 

The following tables present the ordinary least squares (OLS) regression results using the 

cryptocurrency’s realized volatility (Bit_RV, Eth_RV, Lit_RV, XRP_RV, Stel_RV) as a 

dependent variable affected by cyber-attack targets (Gov, Ind, Fin, Crypto), types (CC, CW, H), 

countries (US) and 
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Table 4. Effects of cyber-attacks on cryptocurrency’s trading volume 

The following tables present the ordinary least squares (OLS) regression results using the 

cryptocurrency’s trading volume (Bit_V, Eth_V, Lit_V, XRP_V, Stel_V) as a dependent 

variable affected by cyber-attack targets (Gov, Ind, Fin, Crypto), types (CC, CW, H), countries 

(US) and block chain’s hash rates (Hash) while controlling for economic uncertainty (EPU), and 

country specific stock market liquidity (Liq) and real gross domestic product (RGDP). We report 

the F-statistics, R2 and number of observations (N). The t-statistics are in the brackets.  ***, ** and 
* denote significance at 1, 5 and 10% levels, respectively. 

Cryptocurrency’s trading volume 

 Bit_V 

(1) 

Eth_V 

(2) 

Lit_V 

(3) 

XRP_V 

(4) 

Stel_V 

(5) 

Intercept 14.647*** 

(22.735) 

 

16.45*** 

(18.079) 

5.525*** 

(5.042) 

3.305*** 

(3.499) 

5.715*** 

(5.265) 

Gov -0.746 

(-1.239) 

 

-0.502 

(-0.543) 
-1.719* 

(-1.68) 

-0.81 

(-0.873) 

-1.311 

(-1.208) 

Ind -0.66 

(-1.1) 

 

-0.463 

(-0.503) 

-1.663 

(-1.63) 

-0.846 

(-
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(17.668) 

 

(5.321) (25.369) (48.502) (40.456) 

EPU 0.011*** 

(45.048) 

 

0.012*** 

(33.366) 

0.014*** 

(33.995) 

0.014*** 

(39.769) 

0.012*** 

(26.659) 

RGDP 0.001 

(0.387) 

0.004 

(0.953) 

-0.002 

(-0.371) 

0.002 

(0.527) 

0.0002 

(0.036) 

F-statistics 1530*** 1014*** 646.7*** 1333*** 1427*** 

Adjusted R2 0.93 0.91 0.85 0.92 0.93 

N 3260 2873 3260 3260 3260 
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Table 5. Effects of cyber-attacks on cryptocurrency’s return between US and non-US countries 

The following tables present the ordinary least squares (OLS) regression results using the 

cryptocurrency’s return (Bit_R, Eth_R, Lit_R, XRP_R, Stel_R) as a dependent variable affected 

by cyber-attack targets (Gov, Ind, Fin, Crypto), types (CC, CW, H) and block chain’s hash rates 

(Hash) while controlling for economic uncertainty (EPU), and country specific stock market 

liquidity (Liq) and real gross domestic product (RGDP). We show these for US (Panel A) and 

non-US (Panel B) countries. We report the F-statistics, R2 and number of observations (N). The 

t-statistics are in the brackets.  ***, ** and * denote significance at 1, 5 and 10% levels, 

respectively. 

Panel A. Cryptocurrency’s return in US 

 Bit_R 

(1) 

Eth_R 

(2) 

Lit_R 

(3) 

XRP_R 

(4) 

Stel_R 

(5) 

Intercept -0.064 

(-1.048) 

 

0.044 

(0.624) 

0.052 

(0.554) 

-0.041 

(-0.495) 

0.028 

(0.32) 
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RGDP 
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Table 6. Effects of cyber-



33 
 

 

RGDP -0.003*** 

(-55.724) 

 

-0.002*** 

(-2.695) 

-0.004*** 

(-45.765) 

-0.007*** 

(-31.81) 

-0.009*** 

(-31.252) 

Crypto × Hash -0.000009 

(-0.085) 

0.002 

(1.504) 

0.000002 

(0.014) 

-0.00007 

(-0.177) 

-0.00002 

(-0.044) 

F-statistics 370.9*** 9.84*** 337.9*** 67.12*** 121*** 

Adjusted R2 0.85 0.13 0.84 0.5 0.64 

N 1720 1526 1720 1720 1720 

 

 

Panel B. Cryptocurrency’s realized volatility in non-US 

 Bit_RV 

(1) 

Eth_RV 

(2) 

Lit_RV 

(3) 

XRP_RV 

(4) 

Stel_RV 

(5) 

Intercept 0.046*** 

(129.84) 

 

0.008 

(0.622) 
0.069*** 
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RGDP 0.000005 
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Table 7. Effects of cyber-attacks on cryptocurrency’s trading volume between US and non-US 

countries 

The following tables present the ordinary least squares (OLS) regression results using the 

cryptocurrency’s trading volume (Bit_V, Eth_V, Lit_V, XRP_V, Stel_V) as a dependent 

variable affected by cyber-
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Figure 1. Cyber-attack frequency per day 

The figures below show the cyber-attack frequency per day by different cyber-attack types 

(Figure 1.1) and targets (Figure 1.2). 
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Figure 1.1. Cyber-attack types
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Figure 1.2. Cyber-attack targets
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Appendix  

Correlation matrix including daily cryptocurrency data 

The following tables show the correlation matrix of our sample including daily data of Bitcoin (Panel A), Ethereum (Panel B), 

Litecoin (Panel C), XRP (Panel D) and Stellar (Panel E). A Pearson correlation test has been carried out. a, b and c denote significance 

at 1, 5 and 10% levels, respectively. 
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H (h) 0.25a -0.02 0.05a -0.05a -0.57a -0.11 -0.06a 1a         

Eth_R (i) -0.01 -0.02 0 0 -0.01 -0.01 0 0.03c 1a 
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Fin (c) -0.04a 0.01 1a              

Crypto (d) -0.04a -0.05s -0.02 1a             

CC (e) -0.27a 0.1a 0 0.08a 1a            

CE (f) 0.1a -0.1a -0.04a -0.05a -0.65a 1a      


